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Ha
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VBaxaemnblit Hukonait Buranpesuu!

DenepanpHas coyx0a 1mO Ham3opy B cdepe CBiI3M, HHGOPMAIMOHHBIX
TEXHOJIOTHI U MacCOBBIX KOMMYyHUKaluil (POCKOMHan30p) B COOTBETCTBUU C YaCTBIO
1 crareu 23 ®enepansHoro 3akona ot 27.07.2006 Ne 152-®3 «O nepcoHambHBIX
naHHBIX» (nanee — MenmepanbHblil 3akoH) U MyHKTOM 1 Ilomoxxenus o @epepanbHoOl
cnyx0e 1Mo Ham3opy B cdepe CBsI3H, WHOOPMAIMOHHBIX TEXHOJOTMA M MacCOBBIX
KOMMYHHKaIIUH, YTBep)XIAeHHOro mnocraHoBieHreMm [IpaBurensctBa Poccuiickoin
®Qenmeparun oT  16.03.2009 Ne 228 (manee — IlonoxeHue), sBiIsercs
YnonHOMO4YeHHBIM (efepalbHbIM OpPraHOM HCTIONHUTENBHOW BJIAcTH I10 3alluTe
npaB CyOBEKTOB ITEPCOHAIBHBIX JaHHBIX.

AHaNu3 CerofHSIIHEero COCTOSHUS 3alllUTHl IIEPCOHAIBHBIX JaHHBIX IPAXIaH B
Poccuiickoii @emepanyy moKasbIBaeT, YTO MOMUMO CHCTEMHBIX HapylleHUH TpeOGoBaHui
3aKoHOJareNnbeTBa Poccuiickoit Denepanii B 00NacTH MEPCOHANBHBIX JIaHHBIX,
HOCSIIIMX TTOBTOPSIFOIIUINCS XapaKTep, TOSIBIINCH HOBBIE BEI30BBI U YTPO3bl, BOSHUKIINE
BCJIEJICTBHE HMHTECHCHBHOTO pa3BUTHsI M BHEIPEHUS B IIOBCEJHEBHYIO JKHU3Hb
WHGOOPMAIIMOHHBIX TEXHOJIOTHM, IIOSBIEHUS HOBBIX (OPMAaTroB B3aWMOOTHOIIEHUH
MeXIy OIlepaTopaMH ¥ CYOBeKTaMH IEepCOHAIBHBIX IaHHBIX, a paBHO (HaKTOB
00paboTky HanboIee TyBCTBUTEIHHOW HH(POPMALIMU Pa3IHMYHBIX [PYIII IPaXKAaH, B TOM
YrCJIe HECOBEPIICHHOJIETHUX U JIUI] IIOXKUJIOTO BO3pacTa.

B nensx B3anMOJIEHCTBUS C TPaXkIaHaMH U OllepaTOpaMH, OCYIIECTBISIOIIMMH
00paboTKy MEepCOHANBHBIX MAHHBIX, U HX MPOQECCHOHAIBHBIMU OOBEAUHEHUAMU
PockomHanzopom chopmynrupoBaHa (CrTpaTeruss WHCTUTYLIMOHANBHOIO DAa3sBUTHUS H
AHPOPMAI[HOHHO-TyOMMYHON JesTeIPHOCTH B OONAacTH 3alUThl IIpaB CyOBEKTOB
TIepCOHANBHBIX AaHHBIX Ha mepuoxa no 2020 roga (manee — Ctparterus). OnHoH u3
IIPUOPUTETHRIX MHenell peanuzanuu CTpaTeruu, SBISETCS CO3NAHUE YCIOBUH I
Pa3BHUTHS CHCTEMBI MMOBEJEHYECKUX IIPAaKTHK, HANpaBI€HHBIX Ha COONIOJCHHUE
TpeboBaHuit 3akoHOAaTeNbCTBa Poccuiickoit ®enepanuu B 00J1aCTH IEPCOHATIBHBIX
JAHHBIX, B TOM YHCJIe IOCPEACTBOM BHEAPEHNUSI MEXAHU3MOB CaMOPETYIMPOBaHU.

Cormacio myHkTy 4 IlonoxeHns PockoMHAA30p OCYINECTBISET CBOXO
JIEATENIBHOCTD HEMTOCPEICTBEHHO U Yepe3 CBOU TEPPUTOPHUAIBHEIE OPraHBbl.
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Jliist JOCTHIKEHHS yKa3aHHOM LeIM TepPUTOPHAbHBIE OpTaHbl POCKOMHaA30pa
pellaroT CIeAyIOIIHe 3a1aju:

- TIOBBIIIEHHE YPOBHSI IPaBOBO# HHYOPMHUPOBAHHOCTH I'PAX/aH U ONIEPaTOPOB,
OCYIIECTBISOIIX 00pabOoTKy IIEPCOHANBHBIX JAHHBIX.

- popMHpOBaHHe IIPaBOBOH MOJENHU [TOBEAEHH OIIEPaTOpOB, HaIpaBjieHHON Ha
cobmonenre TpebopaHuil 3akoHOAaTenbcTBa Poccuiickoit desepalru B obnactu
[IEPCOHATIBHBIX JAHHBIX;

- MHHMMM3AIUSA 4YHClIa HaApyIIeHWH I[paB W 3aKOHHBIX HMHTEPECOB
HeCOBEpPIIEHHOJIETHHX JIUI TP 06paboTke MX MePCOHANIBHBIX NaHHbIX;

- IIpecedeHMe HapyIlieHHs TIpaB ¥ 3aKOHHBIX HHTEPECOB IPaXJaH,
HeOMyIEeHHe PacTPOCTPaHeHHs HEraTHBHOTO OOIECTBEHHOTO PE30HAaHCA.

- B3aMMO/ICIICTBHE ¢ olleparopaMi 00pabOTKH MEPCOHANBHBIX JaHHBIX B LEMAX
3aIlUTHI [IPaB CyOBEKTOB IIEPCOHANIBHBIX NaHHBIX,

- noBejenne MH(OPMAIME 10 CyOBEKTOB IEpPCOHATBHBIX AAHHBIX 00 MX
mpaBax ¥ 00S3aHHOCTAX B C(hepe MepCOHANBHBIX TaHHBIX.

Vipasneane PockomHuazsopa no CubupckoMy (enepalbHOMY OKPYTY (nanee
— VrpasiieHue) Ha OCHOBaHMH MyHKTa 2 [looxeHus 00 Ynpasneanu ®enepanbHon
cyx651 TI0 Hajg3opy B cdepe cBA3M, MHGOPMALMOHHEIX TEXHOJIOTHM M MacCOBBIX
KoMMyHuKanmii o CubupckoMy ezepalbHOMY OKPYTY, YTBEPKICHHOTO TPHKa30oM
PockomHagzopa oT 25.01.2016 Ne 45, spnseTcs TepPUTOpHAIBHBIM OpraHOM
PockxoMHa30pa.

Pemas HOCTaBleHHble 3ajady, YIpaBleHde IIPOBOJUT  OOLIMPHYIO
poGUIAKTAYECKYI0 paboTy ¢ HaceJeHHeM: BCTPEYH, CEMUHAPEL, IPOBSACHHE Hueit
OTKPHITBIX IBepe W Jp. C ILeNbl0 Da3biCHEHHMA OCHOBHBIX TTOJIOKECHHM
3aKOHOJIATENLCTBA O IIEPCOHANBHBIX NAHHBIX H NpaBMil OepeXHOro OTHOIICHHS K
CBOMM H Yy>XHM IIEPCOHATIBHBIM JaHHBIM.

B To e BpeMs, YIUTHIBask KOIMYeCTBO HacesneHus HoBocHOMpCKoH obnacty,
BBIIIEYKAa3aHHBIE [PO(QUIAKTUYECKAEe Mepbl B HACTOAIlCE BpeMs SBIAOTCA
HeJI0CTaTOYHBIMH.

C yd4eroM HampaBleHWH NEATENBHOCTH YIPABJISIOIIMX KOMITAHUHA ITPOCHUM
0OKa3aTh colelcTBHEe YIPaBIEHHIO B HCIIONHEHHWHW BBIICYKA3AHHOIO IIOJHOMOYHA
IyTeM pa3MeIleHus HHPOPMAalUy O MPaBHIaxX IOBEACHHUSA B CETH «HTepHeT B
oduce u Ha untepHer-caiite OO0 YK «BBICOTHHK.

O pesynpTaTax PacCMOTPEHHs HACTOALIEr0 NHChMAa IMPOCHM COOOIUTEL B
VYrpaBieHue Ha ajpec aneKkTpoHHOM moutsl rsockanc54@rkn.gov.ru mo 3 mapra
2020r.

ITpunoxenue: @aiin «HQOpMALMOHHAS TAMSATKA.dOCH.
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HnpopmanHoHHas NaMATKA 110 BoOpocaM Kubepde3onacHoCTH

B ceTd «MHTEpHED

KOMl'lblOTeDHbIe BHDPVYChHI

KoMneloTepHBlii BUPYC - 3TO Pa3HOBHAHOCTb KOMIIBIOTEPHBIX IPOTpaMM,
OTIHMYMUTENBHON OCOOEHHOCTBIO KOTOPOM SIBISETCS CIIOCOOHOCTh K Pa3MHOKEHHIO
(xonmupoBaHUIO). B nomonHeHre K 3TOMY, BUPYChI MOTYT MOBPEIUTH WIIU IOJHOCTHIO
YHUUYTOXUTh Bce (alinbl U JNaHHBIe, MOIAKOHTPOJBHBIC IIOJB30BATENI0, OT HMEHHU
KOTOpOro Oblia 3amylleHa 3apax&HHas MporpaMma, a Takke MOBPENUTh MK JaKe
YHUYTOXHUTH ONEPAalMOHHYIO CHCTEMY CO BceMH (ailmamu B menoMm. B GonpmuHCcTBE
ClTy4aeB paclpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToapl 3aIIUTHI OT BPEAOHOCHBIX NPOrpaMMm:

1.  Hcnons3yiiTe COBpeMEHHBIE ONEpPallMOHHBIE CHCTEMBI, HMEIOIINe
CEepbEIHBIN yPOBEHD 3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2.  llocrosHHO ycTaHaBnuWBaiWTe naTdd (UU(PpPOBBIE 3aIUIaTKH, KOTOpHIE
aBTOMAaTHYECKH YCTaHaBIMBAIOTCS C LENbl0 JOpabOTKH MpOrpaMMmbl) M JIPYTHE
OOHOBJIEHHS CBOEH ONeparioHHOM cucTeMbl. CKauyuBalTe UX TOJIBKO C OQHUIHAIBHOTO
caiita paspaborunka OC. Ecnm cymecTByeT pexuM aBTOMaTHYE€CKOro OOHOBIICHHS,
BKIIIOYHTE €ro;

3.  Paboralite Ha cBOEM KOMIBIOTEpE II0Jl IpaBaMU IOJb30BATENs, a HE
aIMHHUCTpaTopa. OJTO HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX NpOrpaMM
HUHCTAUIMPOBATHCS Ha BallleM IIEPCOHANBHOM KOMIIBIOTEPE;

4.  Hcnonp3ydiTe aHTUBUPYCHBIE IIPOTPaMMHBIE TPOAYKTHl H3BECTHBIX
IPOM3BOJUTENEH, C aBTOMaTUYeCKUM OOHOBIIeHHEM 0a3;

5. Orpannure QU3NYECKUI TOCTYIl K KOMIIBIOTEPY ISl TIOCTOPOHHUX JIHII;

6. Vcnone3yiiTe BHEIIHHE HOCUTENN UHPOPMALIK, TaKue KaK (Ierka, TucK
unu ¢aiin u3 VlHTepHeTa, TONBKO U3 IPOBEPEHHBIX HCTOYHUKOB,

7.  He otkpsiBaiiTe KOMIBIOTEpHBIE (aiijibl, MONXyYeHHBIE M3 HEHAaAEKHBIX
HUCTOUYHUKOB. Jlaxke Te (ailnpl, KOTOpBle NpHUCIANXd Balld 3HAKOMBIE. YTOYHHTE,
OTIIPABIIAN JIU OHU JaHHbIE (ailsibl.

Ceru WI-FI

C mnomompro WI-Fi MOXHO momyunTs OeCIJIaTHBIM WHTEPHET-AOCTYI B

0OIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOPTOBBIX IIEeHTpax U asporopTax. Tak xe WI-Fi
SBIIAETCS OTJIMYHOM BO3MOXKHOCTBIO BhIXOAa B IHTepHer. Ho MHOrue skcneprsl

CUMTAIOT, 4TO ob0IeaocTynHble Wi-Fi ceTu He SIBIsSIOTCS O€30MacHBIMH.



Cosernl no 6esonacnocTu paGoTsl B 06me 0CTyNHbIX ceTsix Wi-fi:

1. He nepenasaiite cBOIO NHYHYIO0 HHPOPMAIIMIO Uepe3 obmenoctymnuaele Wi-
Fi cetu. Pabotas B HUX, JKenaTelbHO He BBOIUTH IAPOIH JOCTYIIA, IOTHHbI ¥ KaKHe-THG0
HOMepa;

2. Hcnonesyiite u OGHOBISATE aHTUBMPYCHBIE HPOrPAMMEI OpaHamayap.
Tem cambiM Bel 0Ge3omacute cebs OT 3aKa4KU BUPYCa HAa CBOE YCTPONHCTBO;

3. Ipu wucnonssoBanum Wi-Fi orkmounte ¢yrxmmo «OGummit JOCTYN K
thaiinam u npunTepamy. [laHHas QYHKIMS 3aKPHITA IO YMOJIYAHHIO, OTHAKO HEKOTOpBIE
MOJIb30BATENH aKTUBUPYIOT €€ JUIst yI00CTBA HCIIOE30BaHuUs B paboTe WK yuebe;

4. He wucnonesylite my6muaneiii WI-FI s mepemauu mmunsx JaHHBIX,
HalpuMep, UL BEIXO/A B COLMAIBHBIE CETH HIIH B 3JI€KTPOHHYIO TIOYTY;

o) Hcronp3yiite TOIBKO 3aIUUIICHHOE COSAHHEHNE yepe3 HTTPS, a ue HTTP,
T.e. Ip1 Habope Beb-anpeca BBOAUTE UMeHHO «https:/»;

6. B MobunbHOM Tenedone ortkimounte pynkumro «[logkmouenue k Wi-Fi
aBTOMaTH4eCKm». He momyckadl aBToMaTHueckoro MOKIFOYEHHS YCTPONCTBA K CETSIM
Wi-Fi 6e3 Baruero cornacus.

Counanbnue CCTH

ConpaneHast ceTh - 3TO CaliT, KOTOPHIH MPENOCTABISIET BO3MOXKHOCTD IOMSM
OCYIIECTBILAT OOIIEHHe MexIy coboii B MHTepHeTe. Yalle BCero B HMX IS KAXKIOTO
CJIOBeKa BBIACIACTCA CBOS JIMYHAs CTPAaHWYKA, HA KOTOPOM OH yKa3bIBaeT o cele
PasNUYHYI0 MH()OPMAlMIO, Ha4YWHAs OT MMEHH, (GaMIINM M 3aKAHYMBas JIHYHBIMH
(ororpadusmu. MHOrHe M0IB30BaTENH HE HOHMMAIOT, YTO HH(OpMaIHs, pa3MeLIeHHAas
HMHU B COLMANBHBIX CETAX, MOXET OBITh HaliieHa M HCIIONB30BaHa KEM YrOIHO, B TOM
YHUCIIe He 0053aTeIbHO ¢ GJIariMHi HaMepEeHUSIMYL.

OcHoBHBIE COBETHI M0 6€30MACHOCTH B COLHAILHBIX CETSX:

1. Orpanndre crucok Apyseil. Y Bac B Apy3bsAX He HOIKHO GBITH CIIy4ailHbIX
M HE3HAKOMBIX JTFOJIEH;

2. 3amyiaiite cBOW YacTHyIO ku3Hb. He ykaswiBaiite mapoun, TenedoHBI,
ajpeca, AaTy CBOErO POXICHUS U APYryIO JIMYHYIO HH(POPMAIHIO. 3I0yMBIIIICHHUKH
MOTYT HCTONB30BaTh AaXke HH(YOPMAIMIO O TOM, KaK BBl M BalllK OJIU3KHE IUIAHUPYeTe
IIPOBECTH KaHUKYJIbI;

3. 3aluiaiTe CBOIO PEyTaluio - JepXKHUTE ee B YUCTOTE M 3aaBaiiTe cele
BOTIPOC: XOTENMH OBl BBI, YTOOBI APYTHe MOJNL30BATENN BUIENH, YTO BBl 3arpyKaere?

IToxymaiite, mpesxzie 4eM YTO-TO OIyGIIMKOBATH, HAIIUCATH M 3arPY3HTh;



4.  Eciu BBl TOBOPUTE C JTIOJBMH, KOTOPBIX HE 3HaeTe, HE HCIIONb3yHTE CBOE
peabHOe UM U JPYTYIO TUYHYI0 NH(POPMALIUIO: UM, MECTO KHTEJIECTBA, MECTO pabOTHI
(y4ebrn1) u nipouee;

5.  Hsberaiite pazmerenus gotorpaduii B IHTepHETE, I'ie BRI H300paKeHbI Ha
MECTHOCTH, IO KOTOPOH MOXHO OIIpeJeNIUTh Ballle MECTOMOJIOKEHHE;

6.  Ilpu peructpauuu B COIMAILHON CETH HEOOXOIMMO UCIIOIB30BATh CIIOXKHEIE
IIapOJIH, COCTOSAMIHE U3 OYKB U IUGP U ¢ KOJIMIECTBOM 3HaKOB He MeHee 8;

7. Jns conuaNbHOM CeTH, MOYUTHI M APYTUX CaliTOB HEOOXOIMMO UCIIOIB30BATh
pasHele nmaponu. Torza, ecnu Bac B3JIOMAlOT, TO 3JIOYMBIIUIEHHWKH TOIYYaT JOCTYI
TOJIBKO K OTHOMY MECTY, a He BO BCe cpasy.

BJICKTDOHHBIC JCHbI'H

OJNeKTpOHHBIE AEHBIU — 3TO OYeHb YNOOHBIA crmocol IwiaTeXxe, OIHAKO
CYLECTBYIOT MOILIEHHUKHU, KOTOPbIE XOTAT MOMYYUTb 3TH JACHBIH.

DneKTpoHHBIE AEHbI'M MOSBUIUCH COBCEM HEJAaBHO M MMEHHO H3-3a 3TOr'0 BO
MHOTHMX FOCyJIapCcTBax A0 CHUX IOp He MPONKCAaHO PO HUX B 3aKOHAX.

B Poccuu sxe OHM (YHKIMOHUPYIOT U O HUX YXe€ MPOIHCAHO B 3aKOHE, i€ HX
pa3ensioT Ha HECKOJNIBKO BHAOB - aHOHWUMHBIE U HE aHOHHMHEIE. Pa3Hulia B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaeTcsi IPOBOAUTH onepanuy 0e3 HaeHTH(HUKAIIAH
[IONIB30BaTENsl, @ B HE AaHOHHUMHBIX HACHTH(PUKALMH TIIOJIH30BATEIA SBJIAETCS
00s13aTeNbHOM.

Taxxke crnenyeT pa3nu4aTh OJEKTPOHHBIE  (QuaTHbie JeHBIM  (paBHBI
TOCYAAapCTBEHHBIM BalllOTaM) W OJJIEKTPOHHBIE He(HuaTHble JeHbI'd (HEe paBHBI
roCy1apCTBEHHBIM BAIIOTaM).

OcHoBHbIE coBeThI 0 Ge30nacHol padoTe ¢ 3JIeKTPOHHBIMH IeHbIraMH:

1. [TpuBsxuTe K cyeTy MOOWIBHBIN TeTePOH. ITO CaMbIil YIOOHBIH 1 OBICTPBIMH
C1I0c00 BOCCTAaHOBUTH AOCTYI K cueTy. [IpuBsa3aHHbIH TenedoH IOMOXKeT, eciii 3a0yneTe
CBO1 IJIATEXXHBIA NApOJIb Ui 3alileTe Ha CaliT ¢ HE3HAKOMOT'0 YCTPOICTRBa,;

Yo Hcnone3ylite omHopa3oBele mnaponu. llocie mepexona Ha YCHIEHHYO
aBTOpU3AIIMI0 BaM Y€ He OyJeT yrpokaTth OIAacCHOCTh KpakH WM IlepexBaTa
IUTATEXXHOTO Mapois;

Sl BriGepute cimoxHbii mapoinb. IlpectynHukam OyneT HEmpocTo yraaathb
CIIOXHBIM ITapoiib. HanexHsle nmapoin — 3TO MapoJid, KOTOPhIE COAepKaT He MeHee 8
3HAaKOB W BKIIOYAIOT B ce€0sl CTPOYHBIE M IPONUCHBIE OYKBBI, HUGPBI U HECKOIBKO
CHUMBOJIOB, TaKHe KaK 3HaK Jojuiapa, PyHTa, BOCKIUIATENBHBIN 3HaK U T.11. Hampumep,
StROng!;

4. He BBOAMTE CBOM JTHYHBIE JaHHBIE Ha caﬁTax, KOTOPBIM HE JTOBEPSCTE.



JeKTPOHHAN MOYTA

DNeKTpOHHAsh MOYTa — 3TO TEXHOJIOTHS H IPENOCTaBIsIeMble €I YCIIYTH II0
TIePeCEUIKE M IONYYSHUIO JJIEKTPOHHEIX COOOIUEHHH, KOTOPBIC PACHPENENAIOTCS B
KOMIIBFOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBIA MOYTOBBIA SINUK BBIMJIIUT CICAYIOLIAM
06pa3oM: MMs_TI0JIb30BaTeNA@uMs_aoMeHa. Takxe KpoMe nepeadu pocToro TEKCTa,
MMeeTcsl BO3MOXKHOCTB MepeiaBaTh (Gaibl.

OcHOBHbBIE COBETHI N0 (e301acHOi padoTe ¢ 31eKTPOHHOH NOYTOM:

1. Hamo BeIOpaTh MNpaBWIbHBIM ITOYTOBBIA cepBuc. B HHTepHere ecTb
OTPOMHBIM BBIOOp OECIUIATHBIX IOYTOBBIX CEPBHCOB, OAHAKO JIy4lle JOBEPATH TEM,
KOTOPBIX BbI 3HAETE U KTO U3 HUX HEPBhIN B PEHTHHTE;

2. He yxaseIBaiiTe B IMYHOM IouTe JU4YHYIO nHbopMaruio. Hanpumep, my4ine
BEIOPATH «My3BIKANBHBINA_(aHaT@» unH «pok2013» BmMecTo «pomal3»;

3. Hcnonp3yiiTe IByX3TaHy0 aBTOPH3alMI0. JTO KOrja MOMHMO IapoJs
HY’KHO BBOJHUTH KO, IPHCBUIaeMblil Mo SMS;

4. BrIGepHTe CI0XKHEIN Mapoiib. J{ist KaXKA0ro IOYTOBOTO AMIMKA TOJKEH OBITh
CBOI HAJIEXKHBIM, YCTOWUYNUBBIHA K B3JIOMY I1apOJib;

5.  Ecmu ecTb BO3MOXHOCTh HAIKMCaTh CaMOMY CBOM JIMYHBIM BONPOC,
HCITONIB3YHTE 3Ty BO3MOXKHOCTb;

6. Wcnone3yliTe HECKOJIBKO IOYTOBBIX sIMMKOB. IlepBeii Ui yacTHOHU
TIEpeNUCKH C aapecaTaMH, KOTOPHIM BBl IOBEpsAeTe. DTOT JIIEKTPOHHBIH ajipec He Halo
UCIIOJIb30BaTh [IPU PErHCTPAIU Ha (JopyMax M cairax;

7.  He otkpsiBaiiTe (aiinbl U APYIHE BIOXKEHHS B MHUChMax [aXe €Cy OHU
MPUIIITH OT BalllkX JApy3ei. Jlydiie yTO9HH, OTHIPABJISIIN JIM OHU BaM 3TH (QaiiIbl;

8. TIlocne oxonyanums pabOTHl Ha IOYTOBOM CEPBHCE IIepell 3aKpbITUEM
BKJIAZIKM C CATOM He 3a0yJbpTe HaXxaTh Ha «BBIMTH».

Ku6epOyJJIHHT HJIH BHPTYAJbHOE H31€BATEIbLCTBO

Knbep6ymiHr — NpeciefoBaHie COOOIICHIAMHE, CONEPKAIIMMU OCKOPOISHNMS,
arpeccHIo, 3aMyTuBaHMe; XyJIMTaHCTBO; COLMANbHOE OOHKOTHPOBAHHE C IOMOIIBIO
Pa3TUYHBIX UHTEPHET-CEPBHCOB.

OcHOBHEBIE COBETHI 10 Gopbde ¢ KHOepOy VIHHIOM:

1. He 6pocaittec B Ooil. Ycmoko#rech. Eciu Bbl HadHeTe OTBEYATh
OCKOPONEHHAME Ha OCKOPOIIEHUS, TOIBKO OOTIBIIE PA30AOIKETE KOHPIUKT;

2. Yupasisiite cBoeil Kubeppemnyranuei;,

3 AHOHHUMHOCTB B ceTH MEUMas. CyIIECTBYIOT CIIOCOOBI BBIICHHTE, KTO CTOUT

34 aHOHHUMHBIM aKKayYHTOM;



4. He crour Bectu xynmranckwmit 00pa3 BUPTyalbHOH KH3HH. HHrepher

QuKcHpyeT Bce BamM neHCTBHS H COXpaHACT HX. YHalmuth UX OyleT KpaiiHe

3aTPyAHHUTEIHHO;
5. Benute ce6st Bexxnupo;
6. HrnopupyiiTe eIWHWYHBIH HeraTus. OnHopasoBble  OCKOPOHUTEbHbIE

COOOUIEHHUs JTy4Ille MrHOPUpPOBaTh. OGBIYHO arpeccus IpeKpamaeTcss Ha HaYaIbHOM
CTaIuM;

7. Orpanndre moctynm arpeccopy. B mporpammax oOMeHa MIHOBEHHBIMI
COOOIIEHHUAMH, B COLMATBHBIX CETAX €CTh BO3MOXKHOCTE OJIOKHPOBKH OTIIPaBKH
COOOIIEHHI C ONpPeNeeHHBIX aPecoB;

8. Ecnu BB cBuzeTens kubepOyminara. Bammy neiicraus: BEICTYIIUTH [IPOTHUB
HPECICAOBATENA, TIOKA3aTh €My, 4YTO €ro JeHCTBHS OLEHHBAIOTCS HETATHBHO,
[IOIICPXKaTh KEPTBY, KOTOPOU HYXHa IICHXOJOrMYECKasi TOMOILb.

MoOnabLHbIH TeedoH

CoBpemeHHble cMapThOOHBI W ILTAHIIETEHI colepxar B cebe BIIOJHE B3POCIBIH
(DYHKUMOHAI, U TeTepb OHM MOTYT KOHKYPHUPOBATE CO CTAHOHAPHBIMH KOMITBIOTEPAMH.
Onnako, cpe/icTB 3aIUMTHI IS TOXOGHBIX YCTPOHCTB I10Ka 04eHb Majio. TecTupoBanue u
[IOMCK YS3BMMOCTEH B HHUX IPOMCXOIUT HE TaK MHTEHCUBHO, KaK IS MePCOHATBHBIX
KOMIIBIOTEPOB, TO XK€ CaMOe KacaeTCs ¥ MOOUIIBHEBIX PHUIIOKEHUIA.,

CoBpemenHEIe MOGHIBHEIE Gpay3epbl YK€ NpaKTHYeCKU IOTHAIH HACTOJBbHBIE
aHaIord, ONHaKO paclMpeHye QYHKIMOHANA BIeYeT 32 co60i GOBIIYIO CI0KHOCTD 1
MEHBIIYIO 3alUINEHHOCTD.

Jlaeko He BCe NPOM3BOAMTENH BBIILYCKAIOT OOHOBJIEHUS, 3aKpBIBAIOIIIHE
KPUTHIECKUE YA3BUMOCTH JJIs CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI /151 6E30MACHOCTH MOOGHILHOIO Tesedona:

1. BynpTe ocTOpOXHBI, Bens KOTIa BaM IpeanaraloT 6eCIUIaTHEIA KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KAKHE-TO IUTATHEIE YCIIYTH;

2. HAymaiite, npexe 4eM oTnpasuts SMS, hoTo win Buneo. Bol TouHO 3HaeTe,

r7ic OHU OyZyT B KOHEYHOM HTOTE?

3. Heo6x01uMO 0GHOBIIATE OTEPaHOHHYO CHCTEMY BalllEro cMapT(oHa;
4. Hcnonpsyiite aHTUBUPYCHBIE HPOrPAMMBI I MOGHIIBHEIX TenedOHOB;
5. He sarpyxaiite npuio)eHHI OT HEM3BECTHOTO HCTOYHHKA, BENb OHH MOT'YT

COZEpPXaThk BPENOHOCHOE MPOrpaMMHOe 0becIIeueHue;
6. Iocne Toro xak BsI BeliifieTe ¢ caiiTa, rie BBOAMIH JTHYHYIO UH(OPMALIHIO,

3aliiuTe B HACTPOiiKY Gpaysepa u ymanu cookies;



7. Tlepuonnvecku mNpoBepsiiTe, Kakue IIATHBIC YCIyIH AKTUBHPOBAHEI Ha
BallleM HOMepe MOOHIIBHOTO Tesie(DOHa;

8. JlaBaiiTe cBOi HOMEp MOGUIBHOTO TeNedOHA TONBKO JIFOIAM, KOTOPBIX BEI
3HACIITE M KOMY JIOBEPSETE;

9.  Bluetooth nomkeH GBITH BBIKIIOYEH, KOrAa BBl UM HE nois3yetecs. He
3a0BIBaliTe HHOT/IA TIPOBEPATH 3TO.

DUIIHHT HIH Kpaka JJHYHbIX JaHHbIX

I'naBuas nens ¢punmara - Buna VHTepHET-MOIIEHHHYECTBA, COCTOUT B HOJy4YeHUH
KOH(QUIEHINATBHbBIX AaHHBIX MOJIb30BaTeedl — JOTHMHOB 1 naponeid. Ha anrmmiickom
sa3pIke phishing unraercs kak ¢ummer (ot fishing — pbiOHast yoByst, password —
1apob).

OcHogubIe coBeThbI N0 Gophboe ¢ PHIMHHIOM:

1. Cremute 32 cBouM akkayHTOM. ECH BBI II0O03peBaeTe, U4TO Bl aHKETa
Oblla B3NOMaHa, HEOOXOAMMO 3abJIOKHPOBATH €€ M COOOIIUTH aJIMHHHCTPATOPaM
pecypca 06 3ToM Kak MOXHO CKODEE;

2. Hcnonssyiite GesonacHble BeG-caifTh, B TOM YHCIE, UHTEPHET-Mara3uHoB U
TIOUCKOBBIX CHCTEM;

3. HcrnonesyiiTe ClOXHBEIE ¥ pasHble Hapond. Takum obpazoMm, eciu
SJIOYMBIIICHHAKH B3JIOMAIOT Balll aKKAYHT, TO MONyYaT MOCTYH TONBKO K OJHOMY
BallleMy IPOMHUIIO B CETH, a HE KO BCEM;

4.  Ecmu Bac «B3jOMamm», HEOGXOIUMO NpenynpeauTs o0 3TOM Bcex
3HAKOMBIX, KOTOPbIC JOOABNIEHEI y Bac B APY3bAX, TaK KaK, BOSMOXKHO, KM OT BALIErO

HMCHU 6yIIeT PacCBlIaThECS CIlaM U CCBIJIKH Ha (1)I/IH_II/IHI“OBBIG CEIIZTBI;

5. YcranoBuTe HasexHbIH napons (PIN) Ha MOGUIBHBLH TenedoH;
6. Ortxirounte coxpaHeHHe apos B 6paysepe;
7. He orkpeiBafite dailiibl U Opyrue BIOXEHHS B MUCHMAX NaXe eCIH OHH

TMPUIILIY OT BAIKX APy3eid. JIyHiue yTOUHHTE, OTHPABIISUIH JId BaM 3TH (aiiiIbL.



